ABSTRACT The accuracy of user location information is inversely proportional to the user's privacy preserving degree k, and is proportional to quality of query service. In order to balance the conflict between privacy preserving security and query quality caused by the accuracy of location information, a clustering algorithm aiming at eliminating outliers based on the k-anonymity location privacy preserving model is proposed, which is used to realize the establishment of anonymous group in the anonymous model. The distribution of user in the anonymous group is optimized. The idea of replacing the user location query by the center of the anonymous group is proposed. The number of repeated queries is reduced, and the quality of query service is improved on the premise of ensuring security through the experimental analysis and comparison with other schemes.
I. INTRODUCTION
With the development of network technology , people pay more and more attention to their privacy information security. How to guarantee data security under gradually opening attacks is becoming increasingly important [1] , [2] . On November 7, 2016 , the People's Republic of China Network Security Law was published, which aroused the national awareness of information security. Researchers are also making efforts for the information security issues in related fields, such as the privacy preserving in the process of data publishing of the financial and medical industry, solutions of data storage security [3] in cloud environment, the problems of privacy-preserving data sharing system [4] , [5] etc. In addition, encryption algorithms [6] , [7] and key management methods [8] , [9] emerge in large numbers due to the rapid development of cloud technology. The privacy preserving is also significant in the fields of LBS [10] (location-based service). Nowadays, the advancement of positioning technology and wireless communication technology has created a greater space for LBS technology. LBS means that, through the wireless communication network (such as GSM network, CDMA network) and external positioning method (such as GPS), we could get the location information of mobile users, so as to provide value-added service according to the user's location. This provides a great convenience to people's life and work, and even changes some people's daily habits [11] . LBS are generally classified into three categories: (1) the nearest interest point query, such as querying the nearest hotel, KTV, etc.; (2) traffic navigation, such as querying the route or road conditions; (3) logistics tracking and emergency rescue. However, the premise of the use of this service is that the user must provide accurate location information to the LBS provider, and thus the user's location privacy is highly vulnerable in the process of exchanging information.
In view of the huge hidden dangers of the location privacy disclosure, location privacy preserving methods have been widely studied. However, carrying out the preserving of location privacy will have an effect on the accuracy of user location information, which will then affect the quality of users' query service. How to balance the conflict between the location privacy security and the quality of query service is an issue worthy of studying. In this paper, a k-anonymity privacy preserving mechanism based on clustering is proposed. The advantages of k-anonymity and clustering are combined in this method, and the anonymous group partition based on clustering is completed. The concept of outlier is introduced into the clustering group process. The outliers existing in the anonymous group are eliminated, which makes the distribution of anonymous groups more reasonable under the condition of meeting the user's privacy requirements and also weakens the impact of anonymity on query services. Queries based on anonymous groups are completed by selecting anchor points. In the clustering process, the point with the largest density distribution is chosen as the anchor, so that the query results can satisfy requirements of most users in the anonymous group. Overall, the location privacy preserving algorithm proposed by this paper alleviates the conflict between privacy preserving and quality of query service without affecting the security of location information. The contribution of this paper is mainly embodied in the following aspects:
(1)The method of clustering is used to the anonymous group partition, which makes the division of anonymous groups more reasonable.
(2)The concept of outlier in anonymous group is put forward, and the original clustering method is improved. In the process of clustering, outliers in anonymous groups are eliminated, and impact of anonymous processes on query services is effectively weakened.
II. RELATED WORK
At present, a variety of location privacy preserving technologies emerge in an endless stream. In general, the aims of location privacy preserving include: identity protection, service providers can get the location but do not know who is requesting for service; location preserving, service providers know who is requesting for the service but can't get accurate location; identity and location preserving, service providers can't know who is requesting for service and where he is. At present, looking at the location service architecture, the methods are mainly divided into two categories. One is based on TTP (Trusted Third Party), and the other is without TTP.
In the TTP-based LBS architecture TTP is equivalent to a firewall between the client and the location server, in which k-anonymity method is widely used. In 2003, Gruteser and Grunwald [12] firstly applied the k-anonymity method to location privacy preserving. The fundamental principle of this scheme is to replace the user's true location with an area that covers other k-1 users. The disadvantage of this method is that when the user density is relatively large, but the selected area is small, the location information will be exposed to a certain extent. Since the parameter k value of this scheme is fixed, which does not meet the requirements of personalized anonymity. In order to solve these problems, Chow et al. [13] proposed a Casper scheme supporting personalized anonymity. In the scheme, the whole area information is divided by hierarchy classification method and stored in the quadtree. Besides, the each user's unit and their privacy requirements are stored in a hash table. When the number of users contained in the unit can't satisfy privacy requirements, the server will query adjacent units based on search rules until meeting the requirements. However, this anonymous scheme can't resist the location inference attacks. Therefore, a privacy preserving method based on Hilbert transform was proposed in [14] , which ensures that the anonymous server can not directly access the users' location information. But Ngo and Jong [15] proposed that due to the reduction of the spatial dimension, the scheme was easy to generate a large anonymous region, which would bring greater computing and communication overhead to LBS service providers. In order to improve the query service quality, A Ye et al. [16] proposed a k-anonymity location privacy preserving method based on service similarity. In this method, users with similar queries are divided into one anonymous group, and the accuracy of the query is improved by using the links between users. But this method needs to construct a similar map according to the distribution of interest points, and this workload is very large for large and medium cities whose distribution of population and interest points is relatively centralized.
Location service architecture without TTP only has clients and the location server and the client achieves anonymous area through an independent or collaborative way. SpaceTwist [17] is a typical privacy preserving method based on location service architecture without TTP. The algorithm uses an anchor near the client to replace the real location of the user and every user obtains the accurate result according to his location information. Although this algorithm realizes the protection of user location privacy, the privacy preserving degree is not high. In [18] the anonymous region was generated according to location privacy requirements and road network for users based on the k-anonymity method area instead of the anchor in SpaceTwist and the privacy preserving degree was raised.
The impact on users' query service quality using traditional k-anonymity privacy preserving methods is mainly due to the presence of outliers in anonymous groups. In order to meet the needs of most users in the anonymous group, the location information of the whole anonymous group will be considered when query services are required. However, when anonymous groups are divided, the influences of the possible outliers in the anonymous group on the query service quality aren't considered. Therefore, we should consider how to eliminate the outliers in the construction of anonymous group.
As an unsupervised learning method, clustering analysis [19] has important applications in many fields, which includes machine learning, data mining, and pattern recognition and so on. Clustering analysis is a process of classifying and grouping according to the similarity of objects. The realization of k-anonymity is also the realization of the grouping process, so cluster analysis is also applicable in this respect. Clustering algorithms need to be selected according to the type of data. At present, clustering algorithms are mainly divided into the following categories: level-based method, partition-based method, density-based method [20] , grid-based method and so on. According to the actual location data and comparing the advantages and disadvantages of several methods, this paper uses density-based clustering method to construct anonymous group to achieve k-anonymity. In the process of clustering, the influence of outliers [21] the anonymous region on the query service is eliminated and the quality of the query service is improved.
III. k-ANONYMITY METHOD BASED ON CLUSTERING
A. RELEVANT DEFINITION Definition 1: Query message M, the query information sent by the user, M is represented as follows.
m id represents the user's identity information; loc = (x, y) represents location information of the user when a user issues a query, x represents user's longitude, y represents user's latitude; inq represents the query issued by user, which may be a single content or a collection of multiple content. k is the privacy degree, which represents the number of users in the anonymous group that can be accepted by the user. The higher the value of k, the higher the degree of privacy preserving; A min represents the minimum size of an anonymous group area acceptable to the user; the parameter loc is given by the positioning system, inq, k, and A min are specified by user.
Definition 2: Anonymous result set C, information of the anonymous group got by anonymizing user information by anonymous server, is represented as follows.
n id represents anonymous identity information; m is a collection of user identity information in an anonymous group; loc = (x, y) represents position information of the query anchor in an anonymous group, x represents the longitude of the anchor, y represents the latitude of the anchor; inqs represents collection of the query information needed by users in anonymous group; s represents anonymous group area.
Definition 3: Anonymous region ASR, the region formed by the distribution of each user in the anonymous group. There are at least k users in this region, and each user is indistinguishable. The area of the region should be at least greater than the maximum A min specified by each user in anonymous group.
Definition 4: Candidate result set R, a set of queries that the LBS server searches according to the anonymous result set.
Definition 5: True result set R true , an optimal query result from the R based on the user's location information retrieved from the user's identity in the anonymous group, R true ⊆ R.
B. LOCATION PRIVACY PRESERVING ARCHITECTURE BASED ON TTP
The structure of central server is adopted in this architecture, which includes client, anonymous server and LBS server, as shown in Fig.1 . The anonymous server is trusted, and the communication between the client and the trusted anonymous server is encrypted; the security of the communication between trusted anonymous server and LBS providers can't be guaranteed, and attackers can initiate attacks by eavesdropping, interception, etc.
The query process is as follows: (1)The user sends a query request M and gives the privacy requirements which includes the minimum number of users k in the anonymous group and the minimum area value A min of the anonymous region, later sends the encrypted query information M to anonymous server;(2)Anonymous server obtains the anonymous results set C by k-anonymity algorithm based on clustering, then sends C to LBS server;(3)LBS server carries out query process according to the position information of anchor loc and the query information set inqs in the anonymous group to find qualified candidate result set R;(4)The LBS server sends candidate result set R to the anonymous server;(5)Anonymous server filters candidate result set R according to the user's true location information to get true result set R true , and replies to users' queries.
C. OUTLIER DETECTION METHOD IN ANONYMOUS GROUP
Outliers are data points which are obviously different from those in normal group. In this study outlier represents those data points that have large discrepancy with others in terms of distribution. If there are outliers in an anonymous group, choice of the anchor will be affected, and then query services of other users in the group are affected. The elimination of outliers in this scheme is to avoid the influence of outliers on the service quality of other users.
The following is the method of outlier detection. We use PT to denote user space and each user is considered as an object. The k distance of an object r is the maximum distance between r and its k nearest neighbors, denoted by k-dist(r). If there exists an object o ∈ PT , the distance between r and o is denoted as d (r, o) , and the distance satisfies:
(1) There are at least k objects o in PT, satisfying
. From the definition we can see that k-dist(r) can be used to characterize the local spatial range of object r.
The k distance (k = 10) of r in Fig.2 is the distance between r and o. Definition 6: k distance neighborhood of object r, denoted as N k (r). The neighborhood represents a collection of all objects in the region of r, k-dist (r) radius.
Definition 7: The reachability distance of object r relative to object o.
d(r, o)}, which is the larger one between k-dist(r) and d(r, o).
Definition 8: k nearest neighbor distance. In user space PT, object r represents a user.
The form of k nearest neighbor distance in space PT is defined as follows.
The inverse of the k nearest neighbor distance of object r is used to characterize the density of object r in user space PT, denoted as k density of object r.
As can be seen from the definition, the greater the k density of object r, the smaller the distance between r and its surrounding objects. The greater the k density of object is, the higher the probability of it being selected as the anonymous group anchor. Choosing the object having maximum k density as an anonymous group anchor can effectively reduce errors of query service.
Definition 9: Local reachability density. The local reachability density(lrd) of object r is the inverse of the average reachability density of k nearest neighbors based on r. The definition is as follows, in which |N k (r)| represents the number of user objects in the k distance neighborhood of r.
Definition 10: Outlier factor. The local outlier factor (LOF) of the object r is used to characterize the degree of r as an outlier. The definition is as follows.
From the above definition, we can calculate the LOF(r) to determine whether r is a local outlier.
Definition 11: Anonymous group centrifugal degree. It is characterized by the average distance between anchor and other points in anonymous group. If m is the anchor of anonymous group C, centrifugal degree(Cd) of m is as follows.
D. THE DESCRIPTION OF ANONYMOUS PROCESS
Anonymous processing is to generalize the user's specific location information into an anonymous region, which is the key step in privacy preserving. The greater the local density of user objects in the anonymous group, the smaller the error of query service will be. In order to achieve the above objective, users whose distribution is concentrated relatively are divided into the same anonymous group by the clustering method based on density. Another important goal is to select the anchor of anonymous group after anonymous group partition, and the object whose k density is the largest in the anonymous group is selected in this algorithm. The object whose k density is the largest in the anonymous group is more close to other objects, and selecting it as the anchor can take account of the needs of most users' query requirements, thus improving the query accuracy after the anonymity.
The basic idea of k-anonymity algorithm based on clustering is to use the clustering method to achieve anonymous group partition, dividing users with relatively concentrated distribution into the same anonymous group. Firstly users send query requests to TTP, and TTP gets a user data set P after the basic processing. The initial k density and the outlier factor LOF of each object in P are computed in advance (the two values will change in the clustering process), and they are put in queue Q according to the k density in descending order (the size of k is equal to the privacy requirement k min ). Each object in Q at least includes the following contents: m (user's query message M ), den (the k density of the object), assigned (the object's distribution state), and lof (the outlier factor). In the initial condition the state e.assigned of each object e in Q is set to false. After the initial state is completed, anonymous grouping process starts, which mainly consists of three steps: First, use the clustering method to generate anonymous groups with size of k; Then, adjust the anonymous group and split the anonymous groups with larger centrifugal degree; Finally, integrate the anonymous information to determine the anchor and the query contents of the users in the anonymous groups. Process description of Algorithm 1, that is the initial anonymous grouping by clustering.
Step 1: First, the data set is initialized, and then the cluster loop is constructed to form anonymous groups. The anchor point for each anonymous group should select the object with the largest k density. Since each object in Q is arranged in descending order of k density, the header element of the queue Q can be directly selected as the anchor in every loop. The other k min −1 objects nearest to the anchor in P is selected as the remaining object in the anonymous group; Because the objects in the dataset P changes constantly during this process, the k density of the objects in the queue Q need be constantly updated. Clustering process will con-tinue until the number of user objects in the dataset P is less than k min . Finally, the LOF of the remaining objects are checked, if the value of LOF is less than 2, the remaining objects will be assigned to the nearest anonymous groups. At this point, the initial partition of the anonymous group is completed and the initial anonymous group data set C * is obtained. Process description of Algorithm 2, that is the adjustment procedure of clustering anonymous groups.
Algorithm 1 Initial Anonymous Grouping by Clustering
Input: user data set P, positive integer k min (the minimum k min of privacy requirements k); Output: clustering anonymous group,
Step:
Using formula (4) to calculate the k density of each record r in P, denK(r,P); 2 Each record in the P needs to be listed in descending
order by k density, and placed in queue Q,Q = Q; // Q will be used in the anonymous group adjustment stage.
Using formula (6) to calculate the LOF of all records in Q; 4 if(|P| < k min ) then goto step 12; 5 e = getNext(Q); 6 if(e.assigned = true),then goto step 4; 7 if(e.density = denK(e.r,P));
{e.density = denK(e.r,P); Insert with Priority(Q,e),goto step 5; } 8 Constructing anonymous group C * i including e.r and its nearest k min −1 objects in P; 9 for e.r ∈ C * i , set assigned = true;
step 4; 10 if(e.r ∈ P∧ e.lof < 2) Assigning e.r to the nearst anonymous group; 11 else Placing e.r in queue W;//The object is outlier
The initial partition of anonymous group is complete.
Step 2: After the initial partition of the anonymous group is completed, the anonymous groups need to be adjusted. The basic idea of adjustment function AdjustGroup() is to integrate anonymous groups having higher centrifugal degree with other anonymous groups, split some anonymous groups with unreasonable user object distribution, remove the outliers, and improve query service quality. First, the anonymous groups are ranked in descending order according to the centrifugal degree, and the following adjustment is on the basis of it. Set C bp is constructed to store the anonymous groups that have been adjusted. The anonymous groups are split and object information is retrieved from queue Q . First, LOF of the object to be split is checked, and if it satisfies the condition (the lookup is first searched from C bp ), it will be assigned to the nearest anonymous group, or otherwise it will be treated as an outlier. After splitting, the value of the centrifugal degree of the adjusted anonymous group is compared with the centrifugal degree before adjusting. If the centrifugal degree of anonymous group increases after adjusting, then this adjustment is abandoned. Adjustment sample graph is shown in Fig.3 . The detailed adjustment function is as follows. Process description of Algorithm 3, that is the final processing to generate anonymous result sets.
Step 3: The process of anonymous group construction is basically completed in the above process, but finally the area radius of each anonymous group needs to be adjusted to meet the user's query requirements. Initially the anchor's k-distance is set as the radius of the anonymous region. C i is traversed to get the user identity set m i , query information set inqs i , the maximum value A min by comparison, and r is obtained by A min = π × r2. The radius of the anonymous group region is adjusted, and the user identity set m i , the query information set inqs i, , S i (the value is set by the area size of the circle with the anchor k distance as the radius), the coordinate information of the anchor point, and so on, are used to construct C i .
After anonymity, the anonymous query information can be sent to the LBS server for the corresponding query service. The user object in the queue W will be incorporated into the next round of queries.
IV. ANALYSIS OF THE ANONYMOUS ALGORITHM A. COMPLEXITY ANALYSIS
First of all, sorting the k density of the users object in P by the quick sort method takes O(nlogn). The execution time of step 5-9 in the main function is ET = (n − 1) + (n − 2) + . . . + k min ≈ n(n − 1)/2, whose time complexity is O(n 2 ). The number of execution times of step 10 is less than k min . The main loop code in function AdjustCluster() is step 2-7,which needs to find the nearest neighbor anonymous group, similar to finding the nearest neighbor points in main program, so its time complexity is also O(n 2 ). Finally, the adjustment time of the anonymous group area is O(m) < O(n 2 ).Therefore, the time complexity of k-anonymity method based on clustering algorithm is O(n 2 ).
B. SECURITY ANALYSIS
The security requirements of k-anonymity algorithm includes mainly two aspects, one is whether there are more than k min user objects in the anonymous group, and the other is whether the anonymous area exceeds a certain size.
From the description of this algorithm, we can see that the algorithm guarantees the security of the algorithm from two aspects: k-anonymity and user specified minimum region A min . In this study, the first time the anonymous group process will ensure that users of each object within the anonymous group number is k min . In the adjustment phase of anonymous groups, some anonymous groups will be splited and its objects will be assigned to other anonymous groups, so after anonymous grouping it can be ensured that the number of users in each anonymous group is at least k min . Even if the attacker knows the distribution of objects, location k-anonymity can guarantee that the disclosure risk is less than 1/k min . The algorithm also requests if anonymous group area did not reach the minimum requirement of A min , at least the area should be expanded to A min . Therefore, it can be analyzed that the disclosure risk of location privacy
Algorithm 3 Generating Anonymous Result Sets
Input: Adjustment result sets
Output: Anonymous result set
Step: is 1/A min when the attacker doesn't know the distribution of objects(Here A min represents the anonymous region which is the area of the circle with the anchor as its center.). Combining these two aspects, the algorithm is secure and can effectively protect the user's location information from current related attacks.
C. ANALYSIS OF QUERY SERVICE QUALITY
In terms of the query service, the query methods are generally divided into two kinds. (1)KNN(K-Nearest Neighbors) queries. (2)Range query method. According to the anonymous area R, the LBS provider chooses the points meeting the conditions in database to form the candidate set and return to the client.
How to reduce the query deviation caused by anonymity is the key to improve the quality of service. This algorithm uses the second way of above-mentioned methods to achieve through giving the anchor of each anonymous group. This algorithm selects the anchor of the anonymous group based on the k density of the user object and it has the maximum k density. Therefore, compared with other user objects, the anchor's distribution is the center of the anonymous group, so the results set can take into account the query needs of most users in the anonymous group. In summary, this algorithm can have better query service quality.
V. EXPERIMENTAL RESULTS ANALYSIS AND PERFORMANCE COMPARISON
Programming language JAVA is used to realize the algorithm, with the experimental environment of the Intel quad core VOLUME 6, 2018 CPU, 4G memory, 2.8GHz.Operating system is win7.The experimental data are generated by the famous road network data generator Thomas Brinkhoff, and the data are randomly generated using the Oldenburg spatial data set. The Oldenburg map is as shown in Fig.4 . 
A. ANALYSIS OF EXPERIMENTAL RESULTS
In this experiment, the anonymous success rate, anonymous processing time and query accuracy are evaluated by changing the number of users and privacy preserving degree k. The number of user objects are respectively set as 1000, 2000, 4000, 6000, 8000, 10000; privacy preserving degree k are respectively set as 3, 5, 6, 7, 8.
1) THE EFFECT OF DIFFERENT CONDITIONS ON ANONYMOUS SUCCESS RATE
The anonymous success rate refers to the ratio of the users who have successfully received anonymous queries to the totality. In this algorithm, the user object that is judged to be an outlier will automatically cancel the query request and jump into the next round of query causing a failed query. Therefore, the main reason for the failure of query request is that the user object is an outlier or the communication problem caused by other hardware conditions. Under the condition of certain k, when the number of user objects is small and users are scattered, outlier objects are more likely to generate, so with the increase of number of users, anonymous success rate will gradually increase, as shown in Fig.5 .Under the condition of a certain number of users, the improvement of the privacy degree k leads to increase the difficulty of constructing anonymous groups, and the anonymous success rate will gradually decrease, as shown in Fig.6 .
2) THE EFFECT OF DIFFERENT CONDITIONS ON ANONYMOUS PROCESSING TIME
The time of anonymous processing represents an average time spent on user anonymity. The time cost in the anonymous group construction process mainly includes two parts: one is the cycle of anonymous group construction, and the other is the cycle to adjust the anonymous groups. The length of the two processing time is related to the privacy degree k, since the larger the k is, the longer the time the anonymous processing takes, as shown in Fig.7 .With the increase of the number of users, the user density increases, the difficulty of anonymous group construction is relatively reduced, and the average time of anonymity is reduced, as shown in Fig.8 .
3) THE EFFECT OF DIFFERENT CONDITIONS ON QUERY ACCURACY
Due to the fact that it cannot be examined according to the actual point of interest, the problem is transformed into the comparison between the area of the anonymous region and the area of the real distribution of the user objects, which can perform function 3. When the number of users is small, the distribution of users is relatively scattered and the area of the anonymous group is generally larger than Amin. When the number of users gradually increases, the distribution of users is gradually concentrated, and the area of the anonymous group is gradually reduced. Once the area is reduced to Amin, it is no longer reduced. But the real distribution area of the user is still decreasing, so the query accuracy increases with the increase of the number of users at first and then gradually decreases, as shown in Fig.9 .Under the condition of a certain number of user objects, with the increase of privacy degree k, the area of anonymous area will increase, which leads to the decrease of query accuracy, as shown in Fig.10 .
B. PERFORMANCE COMPARISON ANALYSIS
The experimental results show the performance of the two other algorithms of Casper algorithm and SpaceTwist algorithm compared with the proposed method. The Casper algorithm is a typical anonymous algorithm with central server structure based on TTP, but SpaceTwist is a typical decentralized server structure algorithm. Experiments are also performed on the Oldenburg dataset. The experimental results about the anonymous success rate, the accuracy of query and the size of anonymous processing time in terms of different privacy degree k and different number of users are compared and analyzed.
1) PERFORMANCE COMPARISON UNDER DIFFERENT PRIVACY LEVELS
The number of users in this experiment is set as 5000, and the following is the comparison of the performance of the three algorithms under different privacy degree. As can be seen from Fig.11 , with the increase of the privacy degree k the anonymous success rate of the three algorithms decreases gradually. When the privacy degree k is small, the anonymous success rate of the algorithm is between Casper and SpaceTwist. With the increase of privacy degree k, the difficulty of finding neighbor nodes in Casper algorithm is more obvious than that of the other two algorithms when constructing anonymous regions. Compared with the other two algorithms, this algorithm is more stable and has better performance under the condition of high privacy degree k requirement. Fig.12 is the comparison of the query accuracy of the three algorithms under different privacy degree k. As can be seen from the figure, compared with Casper and Spacetwist, the query accuracy of this algorithm has been significantly improved, which can be maintained at more than 89%. With the increase of the privacy degree k, anonymous area constructed by SpaceTwist algorithm has the fastest growth, which leads to the rapid decrease of query accuracy which is lower than our algorithm and Casper. Fig.13 is the comparison of anonymous processing time of three algorithms under different privacy degree. As can be seen from the figure, this algorithm and Casper algorithm have roughly the same anonymous processing efficiency, both better than SpaceTwist algorithm. Because the location privacy model of the first two methods is based on the TTP structure and the anonymous process is done by anonymous server. However the SpaceTwist is the decentralized service structure and the anonymous process is completed by the user on the client side, whose computational performance is lower than the former. Besides, the communication cost of the latter is larger, so the anonymous processing time will cost more.
2) PERFORMANCE COMPARISON UNDER DIFFERENT USER NUMBERS
The privacy degree k in this experiment is set to 8, the following is the comparison of the performance of the three algorithms under different user numbers.
Fig.14 tells us that the results of this algorithm and Casper are greatly affected by the change of the user numbers and anonymous success rate gradually increases with the increase of user numbers. The SpaceTwist is less affected by the change of user numbers and the anonymous efficiency is more stable. In the case of increasing the number of users, the algorithm performs better in anonymity, and is more suitable for the situation where the user is more concentrated. Fig.15 is the comparison of query accuracy of three algorithms with the change of the number of users. As can be seen from the figure, with the increase of the number of users, there is an increasing trend in query accuracy of this algorithm, finally stabilizes and maintains above 90%, and it has the highest query accuracy. Due to a random selection of anchor points, Space Twist's query accuracy will greatly reduce with the increase of user numbers. The query accuracy of Casper is between the two. With the increase of user density, the difficulty of constructing anonymous groups of the three algorithms is reduced. Relatively speaking, with the increase of user density, Casper can significantly reduce the search for adjacent cells. In this algorithm, in the process of constructing anonymous groups, the anonymous groups are selected on the basis of the users' k density. Therefore, the anonymous processing time is not obviously affected by the number of users.
Based on the above experimental results, compared with Casper and SpaceTwist, our algorithm has similar performance in the anonymous efficiency, and has higher anonymity efficiency in the area with large user density. The query accuracy of our algorithm is better than the other two algorithms. It shows that it is feasible to construct anonymous group based on clustering, and it is effective to eliminate the existence of outliers in anonymous groups to improve the quality of query service.
VI. CONCLUSION
In the study of LBS location privacy preserving, for the contradiction between privacy preserving requirements and the quality of query service, most of the researchers pay more attention to the research on privacy preserving, but ignore the relationship between the two. By introducing the idea of clustering, this paper improves the traditional k-anonymity scheme. In the process of constructing anonymous group, this algorithm eliminates the influence of outliers on anonymous group and optimizes the distribution of users in anonymous group. Finally, on the basis of security services, the query efficiency is improved, quality of the query service is enhanced, and the contradiction between privacy preserving and query service quality is effectively alleviated. 
